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Abstract—Traffic congestion is a common problem in any 

metropolitan city. Wastage of time, fuel, and environmental 

pollution can be reduced if smart parking systems are designed 

and implemented. Different types of smart parking systems have 

been deployed in various regions of the world, and these systems 

have shown three major problems. The systems require major 

upgrading of the parking space, which involves expensive work on 

the surface of the parking space. The nodes require a wired power 

supply or in some cases a regular battery change. Lastly, these 

systems require one node per parking spot making them 

expensive. The system described here addresses the above-

mentioned bottlenecks. The developed system can monitor up to 

four parking spots with one node, the system transmits data via a 

wireless network and uses solar cells to operate thus making it 

maintenance free and eco-friendly. Moreover, these features make 

the system cheap to install and operate. It incorporates real-time 

monitoring of nodal data and provides the user with the current 

status of a parking space. 

Keywords- Smart parking system, smart parking, parking 
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I. INTRODUCTION 

In the last decade, urban areas have experience 
unprecedented population growth. According to the WHO, the
urban population makes up 54% of the global population. The 
urban population increased by 34% from 1960 to 2014 [1]. The 
growth in the number of cars during that same period has far 
exceeded the urban population growth in most metropolitan 
areas causing major problems. It is estimated that during the 
peak hour, the volume of traffic that needs parking in the city 
centre can reach up to 30 to 50 percent of the total traffic. If a 
driver cannot find a parking spot in the first location, he spends 
some time looking for it, which is usually somewhere in between 
3.5 to 14 minutes [2]. When the car park becomes more 
saturated, finding a parking lot becomes much more challenging. 
The cruising stock of cars, searching for parking, adds to the 
traffic congestion. 

Apart from wasting time, unnecessary cruising also burns 
fuel. Millions of tons of fuel can be saved if the driver can be 
informed where parking is available before he comes to the point 
of interest. This fuel burning in turn also causes environmental 
pollution which degrades the air quality of the urban area.

Various techniques have been tested to inform the driver 
about the available parking lots. The problem with most of these 
solutions is that the driver needs to be near to the car park to get 

the information. Moreover, most of these solutions have one 
major problem, that is these systems can only give the total 
number of parking space available but do not pinpoint the exact
location of the parking lot. In the case of a multi-storied car park, 
locating an open parking spot precisely can be very helpful.  In 
the future, when the autonomous self-driving cars become 
common, they might fetch information about the parking space 
available on the web and book the required spot, avoiding 
conflict of interest. 

II. CONGESTION AND PARKING PROBLEM

This parking issue started just a few years after the mass 
production of affordable motor vehicles. A good number of 
publications about the parking aesthetics, pedestrian mobility 
and safety can be found from the 1940s onwards. 

Several researchers have addressed the public and private
space occupancy. Akbari, Rose and Taha [4] studied city centres 
and found that in Sacramento car parking can occupy 57% of the 
commercial area. It means that this surface area cannot be used 
for any other purpose, reducing the land available for 
development. 

Efficient parking management reduces congestion and 
delays. Researcher investigated the average time US drivers 
spent before getting to a suitable location to park [5], and found 
this to be 3.3 to 14 minutes. The number of drivers looking for a 
parking spot was approximately 30% of the total traffic volume 
[5].  

The ever increasing demand for parking space is a challenge 
for urban planners and transport engineers. Allowing more 
parking space in the planning phase generally fails as the city 
becomes busier with commercial activity. These are well-
known problems that were identified long ago but are not yet 
solved. 

III. EXISTING SOLUTION TO PARKING PROBLEM

In crowded cities, where multi-storied parking systems are 
available, it is not possible for the drivers to know the number of 
parking spaces available, without going near to the area. If we 
can offer a system that gives them real-time information about 
the parking spots in the area, it may help them to decide where 
to park the car. Features like advance parking booking or parking 
payment via mobile phones can also reduce some of the strains 
that the drivers face. 



There are two approaches to solve the parking problem. The 
first one is the pricing of parking and the second one is to inform 
the drivers about the number of parking space available in a 
carpark. Both solutions have led to some problems once 
implemented. 

The pricing of parking is a popular way to manage parking 
space [7]. It is popular among policymakers due to its immediate 
effect. However, this policy has its limits. Authority cannot raise 
the price indefinitely, and questions about civil rights and 
matters of inequality rises.  

To inform the driver about parking, parking guidance and 
information system have been developed and implemented in 
several cities. This information is presented to the driver via 
Variable Message Signs. However, several researchers have 
concluded that the systems did not really meet the drivers’ need 
as they were required to be very close to the system to get the 
information. The system also did not address the problem of two 
or more cars chasing the same space [9]. 

With the advancement of information technology, Intelligent 
Parking Systems are being adopted. This has been made possible 
by the utilization of sensor networks. Sensors are useful in a 
variety of applications ranging from healthcare [13] to 
environment and traffic monitoring. The systems work by 
providing personalised information to the traveller. This 
information includes finding an exact parking spot, a reservation 
option and guidance to the available parking spaces nearby.  

Geng and Cassandras [8] simulated a smart parking system 
at Boston University and got a promising result. It showed that 
the travel time reduced to half in heavy traffic conditions. 

IV. ARCHITECTURE

The entire system is called a cyber-physical system. The 

system will gather real-time information from the physical 

world. This information then will be processed in the cloud 

[14]. The information will be presented to the user in a simple, 

understandable format using an app or through the web 

browser. 

Figure 1: The complete architecture of the system. 

The project has been divided into manageable modules. The 

system has been discussed below: 

A. The End Node 

Figure 2 illustrates the sensor positioning in a parking space. 

The sensors would be mounted 45 degrees apart from each 

other. This sensor configuration would allow monitoring up to 

four parking space with a single sensor node. The node will be 

deployed in the field, i.e. the parking space. 

Figure 2: A single node monitoring four parking spots with 

distance sensors 

There are many ways to sense a vehicle’s proximity, for 
examples by using an inductive magnetic sensor, an IR sensor, 
a LASER sensor or a sonar sensor. These sensors can be used in 
different ways to detect the presence of a vehicle. In this project, 
each node will have distance sensors built into them. The sensors 
can measure the distance from the parked cars. The maximum 
measurable range of these this sensor can is 200 cm. If there is 
no car in the parking spot, then the reading will be more than 
150 cm, but if there is a car parked near the sensor, then the 
reading will be less than 50cm. If this condition is filled, then the 
node will report that a car is parked near the sensor. 

Each node is responsible for collecting the local data of four 
spots as shown in the above image. Each node will have a 
transceiver (radio transmitter and receiver). The transceiver is 
the communication link of the node. The node that is deployed 
in the parking space will receive any command that the local 
server sends and will execute it. 

When designing the outer case, a couple of things were 

considered. The first one is the environment. To protect the 

circuits and other components from corrosion, all the 

components except the sensors were put in an ABS enclosure. 

The enclosure was also IP68 water and dust protection rated. 

The circuit was coated with rubber to protect it from moisture. 

The enclosure was encased in a steel cage to protect from 

accidental bumps from the cars. 

B. Sink Node 

The sink node is also known as data acquisition node. This 
node sits between the internet gateway and the other nodes that 
are deployed in the field. This node also has a transceiver. This 
sink node can only send commands to the other nodes and 
retrieve the sensor status. The end nodes can only respond to the 
sink node. 

The sink node is to be powered by the main's power as it has 

higher power consumption. This node will have higher RF 

output power and highly sensitive receiver. 

C. Internet Gateway 

The internet gateway is the system that will act as a 

middleman between the sensor network and the internet 

communication. This system will have more computing power 

and will have more power consumption. Any cheap single 

board system of SoC computer can be used as an internet 

gateway. 

D. Server 

The server is the place where the information will be stored 
and managed. There are two parts in this system. The first part 
will be a database server. It will maintain the data storage and 



handling. The domain server will control the access 
authentication, the authorisations, etc. 

First, a local server was established. The server runs a web 
service. This web service accepts data with an API. The API 
requires a secret key. This key tells the server which node is 
sending data and the key is also used for authentication purpose. 
The data is saved on the server using MySQL database. 

In order to provide the user with accurate information the 

GPS location of the user is obtained. When the server receives 

the GPS location of the user, it locates the nearest parking spot 

and provides this information to the user. The data is sent and 

retrieved from the server in JASON format. To secure the one-

time data token, it is used for every user. 

The token is generated with Greenwich Mean Time and 

SHA 256 (having 256 bits [10]) hashing algorithm, ensuring no 

unwanted application can interfere the server. 

E. Web page 

The web page will be the initial and primary user interface. 
It will pull data from the secure server and show them to the user. 
The interface of the web page will be designed using HTML and 
CSS, and PHP will do the internal data handling. 

F. Phone App 

The user would input their desired location, and the system 

would provide the parking spaces information like available 

parking spaces nearby and the number of free parking lots 

available. With the help of Google Maps, the application would 

also provide directions on the map to reach the destination. The 

whole server would be connected to the internet so the user 

needs internet connection to use the system. The app would use 

integrated GPS on user’s phone to locate user’s position. From 

user’s location, it would suggest the nearest empty parking 

space. 

Figure 4: The web app for the system. 

V. METHODOLOGY

The device is battery powered with a solar panel to charge 
the battery when there is enough sun available. This peak voltage 
is not constant and changes with the intensity of sunlight. To 
resolve this fluctuating voltage, a buck converter is used here.  

The power is used in two ways; firstly, it runs the whole 
system when there is enough power available. If the solar panel 
can provide excess power, it recharges the battery. When there 
is not enough sun to power the system, the battery system takes 
over and provides all the power. 

Darwin has four months of wet season. Considering this 
factor, a solar cell of higher capacity is used in this location. The 
cell used here has a 1-Watt peak output. This can recharge the 
battery pack within 10 hours. The battery pack can run the 
system for 45 days without any sunlight and can run for 8 hours 
during the day and be on standby during the night. 

There are two critical parts of this project. Those are the 
radio transceiver and the sensor. An IEEE 802.14.5g compatible 
wireless chip was chosen. This chip has a range of up to 1.5Km. 
The chip consumes 4mA on listening mode and 80mA on 
transmitting mode. This chip operates at 433MHz, so there is 
very little interference from other consumer devices. Due to its 
low RF frequency, the antenna is easy to design. 

The microcontroller chosen here is the common atmega328 
from Atmel. The chip sleeps most of the time, reducing the 
power consumption. In sleep mode, the chip consumes only 0.4 
mA. When the radio chip receives an instruction, the radio chip 
triggers an interrupt of the microcontroller. The microcontroller 
then wakes up, reads the data on the radio chip’s buffer and 
executes it. In a “wake” state, the microcontroller draws 18mA 
current. 

The sink node also has a microcontroller (stm32f103) that 
communicates with the single board computer via USB port. The 
microcontroller acts as a USB to serial bridge.  The reason for 
going from USB to serial is that it makes easy to program the 
single board computer to read and write serial port than other 
USB devices. The microcontroller also does the SPI interface 
necessary to access the radio data buffer. Power is provided from 
the USB port. 

VI. COMMUNICATION

An IoT based smart parking system is developed for Charles 
Darwin University to help users to find available parking spots 
based on their location through a mobile web application 
interface. The architecture of the smart parking system is as 
shown in figure 1. 

There are two systems that work independently of each 
other. The first system is the sensor nodes and its management 
system and the second one is the mobile application. Data from 
the sensor nodes are sent to the web server periodically to update 
the information of the parking space. The end user uses a mobile 
application to fetch the information from nearest parking space. 
The web server binds the sensor nodes and the mobile 
application together.The node management system, in this case, 
a raspberry pi with an IEEE 802.14.5g transceiver sets an 
address and sends "read" command to the nodes. The si4432 is 
used as a transceiver. Si4432 is connected to a microcontroller 
and it communicates with the raspberry pi over USB. To make 
the communication interface universal, a USB to serial converter 
has been used. The USB to serial converter used here is CP2102. 

A python script is used on the raspberry pi to retrieve the 
information from the node. The data received is then sanitized 
and the parking slot values are separated. The sanitized data is 
then sent to the web server using a secret API key for writing 



parking data. The request to the sensor module is made every 30 
seconds. A screenshot of the python script is given in figure 5. 

Figure 5: The received data from the node in a python script 

For the web server, we have used thingspeak.com. To upload 

the data to the thingspeak web server, a secret API key is used 

and to read the information, another API key is used. The data 

is stored on the server with a time stamp. The stored data can 

be collected and analysed for big data in future. The data 

collected can be seen in a chart format for each parking slot, as 

shown in figure 6. 

Once the data is saved, a web server running apache collects 

the latest data from the thingspeak.com channel feed using 

another secret API key in JSON format. The web server is 

automated to collect this data from the channel every minute 

and updates this to a MySQL database. Once a user visits the 

URL where the website is hosted, a request is sent to the web 

server to retrieve the latest parking information, based on the 

geolocation data on their mobile . The parking availability is 

displayed on the user's mobile web application interface, shown 

in figure 4. 

Figure 6: Parking data saved on thingspeak.com, which can be 

used in future for big data. 

VII. SECURITY

The smart parking system has many technology layers and 
with each layer, new vulnerabilities can be discovered. This 
applies not only to smart parking systems but to any IoT based 
systems, such as smart home systems [15]. Traffic Management 
Systems [11] can be vulnerable to security threats. Therefore, it 
is imperative that we understand and find these vulnerabilities 
and know how these can affect the integrity of the system before 
it is released to the public. One way to evaluate the security of 
smart parking system is by using a threat modelling. Identifying 
the weakest link in the system is the key [12]. 

A threat modelling will aid in identifying different assets, 

users and gateways to access the system, thus giving us an 

overall view of various potential threats faced by the system. 

The threat modelling employed by the process is as follows: 

1) Identify the Smart Parking System Assets 

2) Decompose the IoT System 

3) Identify Threats 

A. Step 1: Identify Smart Parking Assets 

The overall assets of the parking system are mentioned in 

Table 1. These are the potential targets an attacker can take 

interest in to gain access to the system or use for exploitation. 

Asset Details 

Sensors  Sensors are placed in the parking area to 

determine whether a parking spot is available.  

Sensor 

Data 

Sensors use the ultrasonic sound wave to 

calculate the distance to any solid objects 

which are in front of them. Data from all four 

sensors are collected by a microcontroller and 

sent to the gateway. The data is then processed 

to extract useful meaning and the results are 

sent to the cloud through WiFi. The data is 

stored in a web server and retrieved by the 

smart parking application.  

Gateway The gateway manages the local sensor nodes 

and the internet communication. It can wake up 

any sensor node and retrieve data from it, while 

updating the data in the thingspeak web server. 

Web Server Collects the latest parking status of the parking 

spots and sends this to the database for storage. 

It responds to an incoming request from the 

user's mobile application. Based on user's GPS 

location, it retrieves appropriate data. 

Database 

Server 

Collects and store the data retrieved by the web 

server from the thingspeak.com channel to be 

retrieved upon request from users. 

Smart 

Parking 

Application 

The mobile application developed for the smart 

parking retrieves the processed sensor data 

from the web server and displays it to the user. 

Table 1: Assets identified for smart parking system

Figure 7: Data flow in smart parking system. 



B. Step 2: Decompose the IoT System 

This section focuses on the data flow in the smart parking 

system to help understand the vulnerabilities that need to be 

addressed. 

From Figure 7, all the entry points for the data are recognised 

and then the flow of data from these entry points to various 

components are traced within the system. The identified entry 

points are then documented in table 2 below: 

Entry 

Points 

Details 

Sensor 

Gateway 

Admin can access the sensor gateway through 

Secure Shell (SSH) over WiFi or LAN. The 

physical connection is also possible through USB 

keyboard and HDMI monitor.  

Thinkspe

ak.com 

API 

The private channel feed can be accessed through 

a web service accepting REST-based GET URL 

requests with an API key and the channel ID. 

Data can be added using GET URL along with 

the API key, Channel ID and field names. 

Web 

server 

The web server can be accessed through HTTP 

over SSL and data is requested every 1 minute 

from a thingspeak.com API over SSL which 

updates the database with the new data. 

Applicat-

ion 

The connection is made to the web server hosting 

the smart parking website through an HTTP 

request. 

Table 2: Entry points for smart parking system identified 

C. Identifying Threats 

The IoT based smart parking system is built on three layers 

namely the physical layer, the network layer and the application 

layer. Upon research, there have been several threats identified 

in the system which are given in table 3. 

Layers  Vulnerable 

Area 

Threats Identified 

Physical Sensors Tampering, Spoofing, 

Counterfeiting, Man-in-

the-Middle, Interruption 

and Interception, Hacking, 

and Node Failure. 

Gateway�

Network IEEE 

802.15.1g 

Denial of Service, Data 

Manipulation, 

Eavesdropping, Flooding, 

Replay Attack and 

Insecure Transmission and 

Channel. 

Protocols 

IP/TCP, 

HTTP 

Applica-

tion  

Web Server 

Access 

Denial of Service, weak 

Authentication or 

Authorization, Man-in-the-

Middle, 

Data Manipulation, Internal 

Attack, SQL Injection.

Table 3: Threats identified on each layer of the smart parking 

system 

The above table reveals that there are several threats identified 

in the smart parking system on each layer. However, these 

threats are are based on predictions only, not on actual tests of 

the system. 

VIII. SECURITY RECOMMENDATIONS

The overall security requirements of IoT based smart parking 

system are categorized into three types: Physical Security, 

Network Security and Application Security. 

A. Physical Security 

Being a physical device, the sensor node is easily accessible 
to anyone in the deployed location. To prevent threats like 
physical tampering of the device, the outer cover of the device 
is made of laser cut sheet metal. The circuit board and other 
components are enclosed in an IP68 ABS plastic enclosure. This 
enclosure will also provide moisture and dust resistance. The 
metal outer layer can protect the inner plastic case from 
unintentional bumps of the cars in the parking spot. 

The gateway should be protected from being turned off by 
an unauthorised person, as this will directly lead to service 
interruption. A room with access control has been used to 
prevent this issue. The orange pi 3 used for processing of data 
should be protected with a case to prevent tampering and 
unauthorized access. 

B. Network Security 

Wireless communication between the node and the gateway 

in the smart parking systems is vulnerable to a denial of service 

attack, eavesdropping, and replay attack among others. A 

number of encryption techniques are available for secure data 

transmission [15], however, for this study, keeping the resource 

constraints in mind, a one-time authentication token has been 

used. It takes the time from the Real Time Clock (RTC) and 

generates a six-digit password every minute. A similar 

algorithm is also running on the gateway. 

The gateway also generates same password every minute. If 

this password is matched, then the node accepts command from 

the gateway and gateway accepts the string as well. The 

gateway generates three passwords at a given point to 

compensate the time drift in the RTC. 

Figure 8: Authentication of sensor nodes based on 

identifiers 

The passwords are the current time and current time ± 1 
minute. If the password sent from the node is matched with any 
of these three passwords, then the data is further processed. The 
password generating algorithm needs the same key in both 
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“Categorisation of security threats for smart home appliances,” Int. 

Conf. on Computer Communication and Informatics, 2018. 

devices to produce the exact password in both systems. The 
gateway has enough computing power to handle any internet 
protocol. For our project, we are using HTTPS protocol. 

C. Application Security 

There are three major areas identified in the smart parking 

system where application security recommendations are 

discussed. 

Security Recommendations for Gateway: 

• Access to the gateway must be restricted. 

• Use only the stable libraries for python. 

• Local storage of sensor data is highly 

recommended rather than storing it in the cloud. 

• Validate all data received. 

• Errors must be handled and logged properly. 

Security Recommendations for Web Server: 

• Two-factor authentication must be enabled rather 

than single sign-on method used currently to 

access the web server. 

• Enable Mod Security, currently disabled. 

• Automatic backing up of files. 

• Restrict any IP address which sends HTTP 

packets more than a defined number of times in a 

period to prevent denial of service attack. 

IX. RESULTS

The implemented system with one end node on the field is 

shown in figure 9. The node ran for two weeks without any 

problem. The system could detect cars in the parking space, and 

the user could get the data over the internet. The data was 

reliable, and the node or the server did not show any glitches. 

However, should there be no internet access via existing 

infrastructure, then USB GSM modem can be used in 

conjunction with the single board computer. The node survived 

the outside environment during the testing period. 
The off the shelf enclosure made it easy to build. It took less 

than two hundred dollars to make the first prototype of the end 
node. The device only required four screws to install. It took less 
than 10 minutes to install the device and get it up and running; 
thus, the installation cost is clearly on the lower side. 

  

. 

a short period each day. While it was not an issue during our 

testing period the battery may be drained during the wet season. 

X. CONCLUSIONS

A novel IoT Smart Parking System was constructed and 

tested. It consists of an end node, which collects data from four 

parking spots, a sink node which communicates with the end 

nodes and the internet gateway, the internet gateway and the 

server, consisting of a database server and a domain server. A 

web page provides the initial and primary user interface and a 

phone app is proposed which would provide information like 

available parking spaces close to the desired location and the 

number of free parking lots available to the user. With the help 

of Google Maps, the application could also provide directions 

on the map to reach the destination 

Security vulnerabilities were analysed and recommendations 

made for physical security, network security and application 

security. The system was tested during a two-week period and 

found to be working well.  
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Figure 9: The end node in a CDU parking space. 

    The power management system worked well. After two weeks 

of operation, the device was taken to the lab for a battery 

performance test. The battery voltage was 4 volts confirming 

expectations. However, we did conclude that a higher capacity 

solar cell is required. For the system described above, the 

maximum solar cell output is 1 Watt, but this is available only for 


